
PIN and pass code security 
To guard against unauthorised electronic transactions, whether via the use 
of access cards, such as Visa or Redicards and a PIN, or through phone and 
internet banking services where a Pass Code is used, you should adhere 
to the security guidelines below. A ‘Pass Code’ means a password or code 
that you must keep secret and may be required to authenticate you or a 
transaction. This includes an internet banking password, One Time Password 
(OTP), SMS or email code. RACQ Bank will not make unsolicited requests for 
sensitive customer information used for the purposes of authentication, such 
as passwords/PINS.

1. Sign your access card as soon as you receive it.
2. Keep your cards and mobile phone in a safe place.
3. If you change the PIN or Pass Code you must NOT select a PIN or code

that represents your birth date, phone number or a recognisable part of 
your name. Use strong password controls and choose a PIN or code that is 
difficult to guess.

4. Never write the PIN or Pass Code on your phone or your computer, or on 
or near anything that is kept with or near your access cards, phone or 
computer.

5. Never lend your access cards to anybody.
6. Never tell or show your PIN or Pass Codes to another person.
7. Use care to prevent anyone seeing the card number, PIN and/or Pass 

Code being entered at Electronic Equipment.
(Electronic Equipment includes, amongst other things, an ATM, a computer, 
phone and an EFT terminal).

8. Immediately report the loss, theft or unauthorised use of your access 
card, mobile phone to RACQ Bank by calling 13 1905.

9. If you are overseas and need to report loss, theft or misuse of a card 
please call +61 7 3845 4851, 24 hours a day.

10. Keep a record of the contact phone number for RACQ Bank with your usual 
list of emergency phone numbers.

11. After accessing secure areas for internet banking it is suggested that you 
close your internet browser after logging out.

12. Never leave your computer unattended while logged into your 
banking facilities.

13. Examine your periodical statement immediately upon receiving it to 
identify and report, as soon as possible, any instances where transactions 
have occurred without your authority.

14. Immediately notify RACQ Bank of any change of address.
15. If you believe that any of your Pass Codes are at particular risk of 

someone else being aware of the details, please change the Pass Code 
immediately and contact us on 13 1905.

16. We recommend that you change your Pass Codes regularly.

Failure to adhere to these guidelines could result in you being liable for any 
unauthorised electronic transactions on your accounts. Liability for any 
losses will be determined under the ePayments Code.

Further information about security is available from the Australian 
Competition and Consumer Commission website (www.scamwatch.gov.au). 
Information about the ePayments Code can be obtained from us or ASIC’s 
website (www.asic.gov.au).
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